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	Use Case Title
	Privacy requirements for Social Networking

	Vertical
	Commercial Cloud Consumer or enterprise Services

	Author/Company
	Babak Jahromi/Microsoft Co.

	Actors/Stakeholders and their roles and responsibilities 
	Cloud Providers providing consumer or enterprise-grade social networking services (e.g. Facebook, Yammer) or cloud telecom operator offering text messaging services (e.g. Skype, Twitter or cellular phone operators), Client user (consumer or enterprise) producing social media data that can be analyzed and aggregated by the cloud providers (including telecom operator acing as cloud provider) as well as 3rd party data warehousing players

	Goals
	Protect the privacy of users as they generate social media information that could be used., analyzed, and aggregated by providers and others for purposes of advertising, product placement, profiling, etc.

	Use Case Description
	Users interact with cloud-based social media services, generating large, fast and loosely structured Big Data that can be collected, aggregated and analyzed by cloud providers or their partners using Big Data techniques. 

An essential characteristic of Big Data Analytics is the use of data to gain different insights or value than understood at the original time of collection. The Big Data analysis could result in extraction of aggregated information pointing to new trends, preferences, insight and behavior by a significant segments of the population. Such extracted information can then be made available to potential advertisers and others interested in such information for a fee. 

This is a particular concern for data that concerns people, since later processing may also have a different impact on the data subjects than originally considered. Practitioners need normalized regulatory guidelines and common practices to allow them to work with the data responsibly and address privacy concerns about personally identifiable information in current or downstream use. 

	Current 
Solutions
	Compute(System)
	Skype, Facebook, Twitter, Google/Bing/Yahoo Search and instant messaging , cellular operator-supported text messaging, Instagram, YoutTube/Bing and similar video sharing facilities

	
	Storage
	NoSQL technology and similar

	
	Analytics(Software)
	

	Big Data 
Characteristics


	Volume (size)
	Social Media content produced by users is very large, certainly in Big Data realm

	
	Velocity
	“Likes”, text content, rankings, photos, videos  constantly updated, at Big Data-grade velocity

	
	Variety
	All data varieties such as text, tweets, photos, videos, clicks, search phrases, emails, user rankings, user profiles and media properties 

	
	Veracity (Robustness Issues)
	Success of business requires excellent quality of service

	
	Visualization
	Texting, emails, tweets, social media text, clicks, streaming media

	
	Data Quality
	All types

	Big Data Specific Challenges (Gaps)
	Requires the use of Big Data flow Reference Architecture to identify data handling, flow, exchanges, and interfaces used for analytics and aggregation. Need to develop a definitions, taxonomies, requirements, common practices and metrics for Anonymization  of data collected and aggregated to ensure that the data is handled responsibly in order to address privacy concerns about personally identifiable information in current or downstream use. 

Common practices and metrics can be developed by NIST or others, and proposed as potentially regulatory guidelines so privacy of users are protected.

	Security & Privacy
Requirements
	See above. This is a high-level privacy use case for Big Data.



	More Information (URLs)
	

	Note: <additional comments>



