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Reports on Computer Systems Technology

The Information Technology Laboratory (ITL) at NIST promotes the U.S. economy and public welfare by
providing technical leadership for the Nation’s measurement and standards infrastructure. ITL develops
tests, test methods, reference data, proof of concept implementations, and technical analyses to advance
the development and productive use of information technology (IT). ITL’s responsibilities include the
development of management, administrative, technical, and physical standards and guidelines for the
cost-effective security and privacy of other than national security-related information in federal
information systems. This document reports on ITL’s research, guidance, and outreach efforts in IT and
its collaborative activities with industry, government, and academic organizations.

Abstract

Big Data is a term used to describe the large amount of data in the networked, digitized, sensor-laden,
information-driven world. While opportunities exist with Big Data, the data can overwhelm traditional
technical approaches, and the growth of data is outpacing scientific and technological advances in data
analytics. To advance progress in Big Data, the NIST Big Data Public Working Group (NBD-PWG) is
working to develop consensus on important fundamental concepts related to Big Data. The results are
reported in the NIST Big Data Interoperability Framework series of volumes. This volume, Volume 6,
summarizes the work performed by the NBD-PWG to characterize Big Data from an architecture
perspective, presents the NIST Big Data Reference Architecture (NBDRA) conceptual model, and
discusses the components and fabrics of the NBDRA.

Keywords
Application Provider; Big Data; Big Data characteristics; Data Consumer; Data Provider; Framework

Provider; Management Fabric; reference architecture; Security and Privacy Fabric; System Orchestrator;
use cases.
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Executive Summary

The NIST Big Data Public Working group (NBD-PWG) Reference Architecture Subgroup prepared this
NIST Big Data Interoperability Framework: Volume 6, Reference Architecture to provide a vendor-
neutral, technology- and infrastructure-agnostic conceptual model and examine related issues. The
conceptual model, referred to as the NIST Big Data Reference Architecture (NBDRA), was crafted by
examining publicly available Big Data architectures representing various approaches and products. Inputs
from the other NBD-PWG subgroups were also incorporated into the creation of the NBDRA. It is
applicable to a variety of business environments, including tightly integrated enterprise systems, as well
as loosely coupled vertical industries that rely on cooperation among independent stakeholders. The
NBDRA captures the two known Big Data economic value chains: information, where value is created by
data collection, integration, analysis, and applying the results to data-driven services, and the information
technology (IT), where value is created by providing networking, infrastructure, platforms, and tools in
support of vertical data-based applications.

The NIST Big Data Interoperability Framework consists of seven volumes, each of which addresses a
specific key topic, resulting from the work of the NBD-PWG. The seven volumes are:

Volume 1, Definitions

Volume 2, Taxonomies

Volume 3, Use Cases and General Requirements
Volume 4, Security and Privacy

Volume 5, Architectures White Paper Survey
Volume 6, Reference Architecture

Volume 7, Standards Roadmap

The NIST Big Data Interoperability Framework will be released in three versions, which correspond to
the three development stages of the NBD-PWG work. The three stages aim to achieve the following with
respect to the NIST Big Data Reference Architecture (NBDRA).

Stage 1: Identify the high-level Big Data reference architecture key components, which are
technology-, infrastructure-, and vendor-agnostic.

Stage 2: Define general interfaces between the NBDRA components.

Stage 3: Validate the NBDRA by building Big Data general applications through the general
interfaces.

Potential areas of future work for the Subgroup during stage 2 are highlighted in Section 1.5 of this
volume. The current effort documented in this volume reflects concepts developed within the rapidly
evolving field of Big Data.

vil



NIST BIG DATA INTEROPERABILITY FRAMEWORK: VOLUME 6, REFERENCE ARCHITECTURE

1 INTRODUCTION

1.1 BACKGROUND

There is broad agreement among commercial, academic, and government leaders about the remarkable
potential of Big Data to spark innovation, fuel commerce, and drive progress. Big Data is the common
term used to describe the deluge of data in today’s networked, digitized, sensor-laden, and information-
driven world. The availability of vast data resources carries the potential to answer questions previously
out of reach, including the following:

e How can a potential pandemic reliably be detected early enough to intervene?

e Can new materials with advanced properties be predicted before these materials have ever been
synthesized?

e How can the current advantage of the attacker over the defender in guarding against cyber-
security threats be reversed?

There is also broad agreement on the ability of Big Data to overwhelm traditional approaches. The growth
rates for data volumes, speeds, and complexity are outpacing scientific and technological advances in data
analytics, management, transport, and data user spheres.

Despite widespread agreement on the inherent opportunities and current limitations of Big Data, a lack of
consensus on some important fundamental questions continues to confuse potential users and stymie
progress. These questions include the following:

What attributes define Big Data solutions?

How is Big Data different from traditional data environments and related applications?
What are the essential characteristics of Big Data environments?

How do these environments integrate with currently deployed architectures?

What are the central scientific, technological, and standardization challenges that need to be
addressed to accelerate the deployment of robust Big Data solutions?

Within this context, on March 29, 2012, the White House announced the Big Data Research and
Development Initiative.! The initiative’s goals include helping to accelerate the pace of discovery in
science and engineering, strengthening national security, and transforming teaching and learning by
improving the ability to extract knowledge and insights from large and complex collections of digital
data.

Six federal departments and their agencies announced more than $200 million in commitments spread
across more than 80 projects, which aim to significantly improve the tools and techniques needed to
access, organize, and draw conclusions from huge volumes of digital data. The initiative also challenged
industry, research universities, and nonprofits to join with the federal government to make the most of the
opportunities created by Big Data.

Motivated by the White House initiative and public suggestions, the National Institute of Standards and
Technology (NIST) has accepted the challenge to stimulate collaboration among industry professionals to
further the secure and effective adoption of Big Data. As one result of NIST’s Cloud and Big Data Forum
held on January 15-17, 2013, there was strong encouragement for NIST to create a public working group
for the development of a Big Data Interoperability Framework. Forum participants noted that this
roadmap should define and prioritize Big Data requirements, including interoperability, portability,
reusability, extensibility, data usage, analytics, and technology infrastructure. In doing so, the roadmap
would accelerate the adoption of the most secure and effective Big Data techniques and technology.
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On June 19, 2013, the NIST Big Data Public Working Group (NBD-PWG) was launched with extensive
participation by industry, academia, and government from across the nation. The scope of the NBD-PWG
involves forming a community of interests from all sectors—including industry, academia, and
government—with the goal of developing consensus on definitions, taxonomies, secure reference
architectures, security and privacy, and—from these—a standards roadmap. Such a consensus would
create a vendor-neutral, technology- and infrastructure-independent framework that would enable Big
Data stakeholders to identify and use the best analytics tools for their processing and visualization
requirements on the most suitable computing platform and cluster, while also allowing value-added from
Big Data service providers.

The NIST Big Data Interoperability Framework consists of seven volumes, each of which addresses a
specific key topic, resulting from the work of the NBD-PWG. The seven volumes are:

Volume 1, Definitions

Volume 2, Taxonomies

Volume 3, Use Cases and General Requirements
Volume 4, Security and Privacy

Volume 5, Architectures White Paper Survey
Volume 6, Reference Architecture

Volume 7, Standards Roadmap

The NIST Big Data Interoperability Framework will be released in three versions, which correspond to
the three stages of the NBD-PWG work. The three stages aim to achieve the following with respect to the
NIST Big Data Reference Architecture (NBDRA..)

Stage 1: Identify the high-level Big Data reference architecture key components, which are
technology-, infrastructure-, and vendor-agnostic;

Stage 2: Define general interfaces between the NBDRA components; and

Stage 3: Validate the NBDRA by building Big Data general applications through the general
interfaces.

Potential areas of future work for the Subgroup during stage 2 are highlighted in Section 1.5 of this
volume. The current effort documented in this volume reflects concepts developed within the rapidly
evolving field of Big Data.

1.2 ScopPe AND OBJECTIVES OF THE REFERENCE ARCHITECTURES SUBGROUP

Reference architectures provide “an authoritative source of information about a specific subject area that
guides and constrains the instantiations of multiple architectures and solutions.” * Reference architectures
generally serve as a foundation for solution architectures and may also be used for comparison and
alignment of instantiations of architectures and solutions.

The goal of the NBD-PWG Reference Architecture Subgroup is to develop an open reference architecture
for Big Data that achieves the following objectives:

Provides a common language for the various stakeholders;

Encourages adherence to common standards, specifications, and patterns;

Provides consistent methods for implementation of technology to solve similar problem sets;

[lustrates and improves understanding of the various Big Data components, processes, and

systems, in the context of a vendor- and technology-agnostic Big Data conceptual model;

e Provides a technical reference for U.S. government departments, agencies, and other consumers
to understand, discuss, categorize, and compare Big Data solutions; and

e Facilitates analysis of candidate standards for interoperability, portability, reusability, and

extendibility.
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The NBDRA is a high-level conceptual model crafted to serve as a tool to facilitate open discussion of the
requirements, design structures, and operations inherent in Big Data. The NBDRA is intended to facilitate
the understanding of the operational intricacies in Big Data. It does not represent the system architecture
of a specific Big Data system, but rather is a tool for describing, discussing, and developing system-
specific architectures using a common framework of reference. The model is not tied to any specific
vendor products, services, or reference implementation, nor does it define prescriptive solutions that
inhibit innovation.

The NBDRA does not address the following:

e Detailed specifications for any organization’s operational systems;
e Detailed specifications of information exchanges or services; and
e Recommendations or standards for integration of infrastructure products.

1.3 REPORT PRODUCTION

A wide spectrum of Big Data architectures have been explored and developed as part of various industry,
academic, and government initiatives. The development of the NBDRA and material contained in this
volume involved the following steps:

1. Announce that the NBD-PWG Reference Architecture Subgroup is open to the public to attract
and solicit a wide array of subject matter experts and stakeholders in government, industry, and
academia;

2. Gather publicly available Big Data architectures and materials representing various stakeholders,
different data types, and diverse use cases;”

3. Examine and analyze the Big Data material to better understand existing concepts, usage, goals,
objectives, characteristics, and key elements of Big Data, and then document the findings using
NIST’s Big Data taxonomies model (presented in NIST Big Data Interoperability Framework:
Volume 2, Taxonomies); and

4. Develop a technology-independent, open reference architecture based on the analysis of Big Data
material and inputs received from other NBD-PWG subgroups.

1.4 REPORT STRUCTURE

The organization of this document roughly corresponds to the process used by the NBD-PWG to develop
the NBDRA. Following the introductory material presented in Section 1, the remainder of this document
is organized as follows:

e Section 2 contains high-level, system requirements in support of Big Data relevant to the design
of the NBDRA and discusses the development of these requirements.

e Section 3 presents the generic, technology-independent NBDRA conceptual model.

e Section 4 discusses the five main functional components of the NBDRA.

e Section 5 describes the system and life cycle management considerations related to the NBDRA
management fabric.

e Section 6 briefly introduces security and privacy topics related to the security and privacy fabric
of the NBDRA.

e Appendix A summarizes deployment considerations.

e Appendix B lists the terms and definitions in this document.

e Appendix C provides examples of Big Data logical data architecture options.

b Many of the architecture use cases were originally collected by the NBD-PWG Use Case and Requirements
Subgroup and can be accessed at http://bigdatawg.nist.gov/usecases.php.



http://bigdatawg.nist.gov/usecases.php

NIST BIG DATA INTEROPERABILITY FRAMEWORK: VOLUME 6, REFERENCE ARCHITECTURE

e Appendix D defines the acronyms used in this document.
e Appendix E lists general resources that provide additional information on topics covered in this
document and specific references in this document.

1.5 FUTURE WORK ON THIS VOLUME

This document (Version 1) presents the overall NBDRA components and fabrics with high-level
description and functionalities.

Version 2 activities will focus on the definition of general interfaces between the NBDRA components by
performing the following:

e Select use cases from the 62 (51 general and 11 security and privacy) submitted use cases or
other, to be identified, meaningful use cases;

e  Work with domain experts to identify workflow and interactions among the NBDRA
components and fabrics;

e [Explore and model these interactions within a small-scale, manageable, and well-defined
confined environment; and

e Aggregate the common data workflow and interactions between NBDRA components and
fabrics and package them into general interfaces.

Version 3 activities will focus on validation of the NBDRA through the use of the defined NBDRA
general interfaces to build general Big Data applications. The validation strategy will include the
following:

e Implement the same set of use cases used in Version 2 by using the defined general interfaces;

e Identify and implement a few new use cases outside the Version 2 scenarios; and

e Enhance general NBDRA interfaces through lessons learned from the implementations in
Version 3 activities.

The general interfaces developed during Version 2 activities will offer a starting point for further
refinement by any interested parties and is not intended to be a definitive solution to address all
implementation needs.
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2 HIGH-LEVEL REFERENCE ARCHITECTURE REQUIREMENTS

The development of a Big Data reference architecture requires a thorough understanding of current
techniques, issues, and concerns. To this end, the NBD-PWG collected use cases to gain an understanding
of current applications of Big Data, conducted a survey of reference architectures to understand
commonalities within Big Data architectures in use, developed a taxonomy to understand and organize
the information collected, and reviewed existing technologies and trends relevant to Big Data. The results
of these NBD-PWG activities were used in the development of the NBDRA and are briefly described in
this section.

2.1 Use CASES AND REQUIREMENTS

To develop the use cases, publically available information was collected for various Big Data
architectures in nine broad areas, or application domains. Participants in the NBD-PWG Use Case and
Requirements Subgroup and other interested parties provided the use case details via a template, which
helped to standardize the responses and facilitate subsequent analysis and comparison of the use cases.
However, submissions still varied in levels of detail, quantitative data, or qualitative information. The
NIST Big Data Interoperability Framework: Volume 3, Use Cases and General Requirements document
presents the original use cases, an analysis of the compiled information, and the requirements extracted
from the use cases.

The extracted requirements represent challenges faced in seven characterization categories (Table 1)
developed by the Subgroup. Requirements specific to the use cases were aggregated into high-level
generalized requirements, which are vendor- and technology-neutral.

The use case characterization categories were used as input in the development of the NBDRA and map
directly to NBDRA components and fabrics as shown in Table 1.

Table 1: Mapping Use Case Characterization Categories to
Reference Architecture Components and Fabrics

CATEGORIES AND FABRICS

USE CASE CHARACTERIZATION REFERENCE ARCHITECTURE COMPONENTS ‘

Data sources - Data Provider

Data transformation - Big Data Application Provider
Capabilities - Big Data Framework Provider

Data consumer — Data Consumer

Security and privacy — Security and Privacy Fabric

Life cycle management — System Orchestrator; Management Fabric
Other requirements — To all components and fabrics

The high-level generalized requirements are presented below. The development of these generalized
requirements is presented in the NIST Big Data Interoperability Framework: Volume 3, Use Cases and
Requirements document.
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DATA PROVIDER REQUIREMENTS

e DSR-1: Reliable, real-time, asynchronous, streaming, and batch processing to collect data from
centralized, distributed, and cloud data sources, sensors, or instruments

e DSR-2: Slow, bursty, and high throughput data transmission between data sources and
computing clusters

e DSR-3: Diversified data content ranging from structured and unstructured text, documents,
graphs, websites, geospatial, compressed, timed, spatial, multimedia, simulation, and
instrumental (i.e., system managements and monitoring) data

B1G DATA APPLICATION PROVIDER REQUIREMENTS
e TPR-1: Diversified, compute-intensive, statistical and graph analytic processing and machine-
learning techniques
e TPR-2: Batch and real-time analytic processing
e TPR-3: Processing large diversified data content and modeling
e TPR-4: Processing data in motion (e.g., streaming, fetching new content, data tracking,
traceability, data change management, and data boundaries)

B1G DATA FRAMEWORK PROVIDER REQUIREMENTS

e C(CPR-1: Legacy software and advanced software packages

e (CPR-2: Legacy and advanced computing platforms

e (CPR-3: Legacy and advanced distributed computing clusters, co-processors, input/output (I/O)
processing

e CPR-4: Advanced networks (e.g., software-defined network [SDN]) and elastic data
transmission, including fiber, cable, and wireless networks (e.g., local area network, wide area
network, metropolitan area network, Wi-Fi)

e CPR-5: Legacy, large, virtual, and advanced distributed data storage

e (CPR-6: Legacy and advanced programming executables, applications, tools, utilities, and
libraries

DATA CONSUMER REQUIREMENTS

DCR-1: Fast searches from processed data with high relevancy, accuracy, and recall
DCR-2: Diversified output file formats for visualization, rendering, and reporting
DCR-3: Visual layout for results presentation

DCR-4: Rich user interface for access using browser, visualization tools

DCR-5: High-resolution, multidimensional layer of data visualization

DCR-6: Streaming results to clients

SECURITY AND PRIVACY REQUIREMENTS
e SPR-1: Protect and preserve security and privacy of sensitive data.
e SPR-2: Support sandbox, access control, and multi-tenant, multilevel, policy-driven
authentication on protected data and ensure that these are in line with accepted governance, risk,
and compliance (GRC) and confidentiality, integrity, and availability (CIA) best practices.

MANAGEMENT REQUIREMENTS
e LMR-1: Data quality curation, including preprocessing, data clustering, classification, reduction,
and format transformation
e [LMR-2: Dynamic updates on data, user profiles, and links
e [MR-3: Data life cycle and long-term preservation policy, including data provenance
e LMR-4: Data validation
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LMR-5: Human annotation for data validation

LMR-6: Prevention of data loss or corruption

LMR-7: Multisite (including cross-border, geographically dispersed) archives

LMR-8: Persistent identifier and data traceability

LMR-9: Standardization, aggregation, and normalization of data from disparate sources

OTHER REQUIREMENTS

e OR-1: Rich user interface from mobile platforms to access processed results
OR-2: Performance monitoring on analytic processing from mobile platforms
OR-3: Rich visual content search and rendering from mobile platforms
OR-4: Mobile device data acquisition and management
OR-5: Security across mobile devices and other smart devices such as sensors

2.2 REFERENCE ARCHITECTURE SURVEY

The NBD-PWG Reference Architecture Subgroup conducted a survey of current reference architectures
to advance the understanding of the operational intricacies in Big Data and to serve as a tool for
developing system-specific architectures using a common reference framework. The Subgroup surveyed
currently published Big Data platforms by leading companies or individuals supporting the Big Data
framework and analyzed the collected material. This effort revealed a consistency between Big Data
architectures that served in the development of the NBDRA. Survey details, methodology, and
conclusions are reported in NIST Big Data Interoperability Framework: Volume 5, Architectures White
Paper Survey.

2.3 TAXONOMY

The NBD-PWG Definitions and Taxonomy Subgroup focused on identifying Big Data concepts, defining
terms needed to describe the new Big Data paradigm, and defining reference architecture terms. The
reference architecture taxonomy presented below provides a hierarchy of the components of the reference
architecture. Additional taxonomy details are presented in the NIST Big Data Interoperability
Framework: Volume 2, Taxonomy document.

Figure 1 outlines potential actors for the seven roles developed by the NBD-PWG Definition and
Taxonomy Subgroup. The blue boxes contain the name of the role at the top with potential actors listed
directly below.
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System Orchestrator actors: Big Data Application Provider
» Business Leadership actors:

Consultants » Application Specialists

Data Scientists » Platform Specialists

Information Architects P » Consultants

Software Architects
Security Architects
Privacy Architects
Network Architects

Big Data Framework Provider
actors:

VVVYVVYY

# In-house Clusters
» Data Centers

Data Provider actors: Reference > Cloud Providers

» Enterprises Architectl.ll"e

» Public Agencies
» Researchers and Scientists Taxonomv
# Search Engines
Web, FTP and Other Applications
Network Operators
> End Users

Data Consumer actors:
» End Users

# Researchers

> Applications

» Systems

% Management Fabric actors:
Security and Privacy Fabric actors: ' » In-house Staff
» Corporate Security Officer » Data Center Management
¥» Security Specialist # Cloud Providers

Figure 1: NBDRA Taxonomy

SYSTEM ORCHESTRATOR

The System Orchestrator provides the overarching requirements that the system must fulfill, including
policy, governance, architecture, resources, and business requirements, as well as monitoring or auditing
activities to ensure that the system complies with those requirements. The System Orchestrator role
provides system requirements, high-level design, and monitoring for the data system. While the role
predates Big Data systems, some related design activities have changed within the Big Data paradigm.

DATA PROVIDER

A Data Provider makes data available to itself or to others. In fulfilling its role, the Data Provider creates
an abstraction of various types of data sources (such as raw data or data previously transformed by
another system) and makes them available through different functional interfaces. The actor fulfilling this
role can be part of the Big Data system, internal to the organization in another system, or external to the
organization orchestrating the system. While the concept of a Data Provider is not new, the greater data
collection and analytics capabilities have opened up new possibilities for providing valuable data.

BIG DATA APPLICATION PROVIDER

The Big Data Application Provider executes the manipulations of the data life cycle to meet requirements
established by the System Orchestrator. This is where the general capabilities within the Big Data
framework are combined to produce the specific data system. While the activities of an application
provider are the same whether the solution being built concerns Big Data or not, the methods and
techniques have changed because the data and data processing is parallelized across resources.

BiG DATA FRAMEWORK PROVIDER

The Big Data Framework Provider has general resources or services to be used by the Big Data
Application Provider in the creation of the specific application. There are many new components from
which the Big Data Application Provider can choose in using these resources and the network to build the
specific system. This is the role that has seen the most significant changes because of Big Data. The Big
Data Framework Provider consists of one or more instances of the three subcomponents: infrastructure
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frameworks, data platforms, and processing frameworks. There is no requirement that all instances at a
given level in the hierarchy be of the same technology and, in fact, most Big Data implementations are
hybrids combining multiple technology approaches. These provide flexibility and can meet the complete
range of requirements that are driven from the Big Data Application Provider. Due to the rapid emergence
of new techniques, this is an area that will continue to need discussion.

DATA CONSUMER

The Data Consumer receives the value output of the Big Data system. In many respects, it is the recipient
of the same type of functional interfaces that the Data Provider exposes to the Big Data Application
Provider. After the system adds value to the original data sources, the Big Data Application Provider then
exposes that same type of functional interfaces to the Data Consumer.

SECURITY AND PRIVACY FABRIC

Security and privacy issues affect all other components of the NBDRA. The Security and Privacy Fabric
interacts with the System Orchestrator for policy, requirements, and auditing and also with both the Big
Data Application Provider and the Big Data Framework Provider for development, deployment, and
operation. The NIST Big Data Interoperability Framework: Volume 4, Security and Privacy document
discusses security and privacy topics.

MANAGEMENT FABRIC

The Big Data characteristics of volume, velocity, variety, and variability demand a versatile system and
software management platform for provisioning, software and package configuration and management,
along with resource and performance monitoring and management. Big Data management involves
system, data, security, and privacy considerations at scale, while maintaining a high level of data quality
and secure accessibility.
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3 NBDRA CONCEPTUAL MODEL

As discussed in Section 2, the NBD-PWG Reference Architecture Subgroup used a variety of inputs from
other NBD-PWG subgroups in developing a vendor-neutral, technology- and infrastructure-agnostic
conceptual model of Big Data architecture. This conceptual model, the NBDRA, is shown in Figure 2 and
represents a Big Data system comprised of five logical functional components connected by
interoperability interfaces (i.e., services). Two fabrics envelop the components, representing the
interwoven nature of management and security and privacy with all five of the components.

The NBDRA is intended to enable system engineers, data scientists, software developers, data architects,
and senior decision makers to develop solutions to issues that require diverse approaches due to
convergence of Big Data characteristics within an interoperable Big Data ecosystem. It provides a
framework to support a variety of business environments, including tightly integrated enterprise systems
and loosely coupled vertical industries, by enhancing understanding of how Big Data complements and
differs from existing analytics, business intelligence, databases, and systems.

10
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INFORMATION VALUE CHAIN

Preparation

Visualization m

Big Data Framework Provider

IT VALUE CHAIN

Indexed Storage

KEY: m Big Data Information ﬁ Service Use m Software Tools and
Flow Algorithms Transfer

Figure 2: NIST Big Data Reference Architecture (NBDRA)

Note: None of the terminology or diagrams in these documents is intended to be normative or to imply
any business or deployment model. The terms “provider” and “consumer” as used are descriptive of
general roles and are meant to be informative in nature.

The NBDRA is organized around two axes representing the two Big Data value chains: the information
(horizontal axis) and the Information Technology (IT; vertical axis). Along the information axis, the value
is created by data collection, integration, analysis, and applying the results following the value chain.
Along the IT axis, the value is created by providing networking, infrastructure, platforms, application
tools, and other IT services for hosting of and operating the Big Data in support of required data
applications. At the intersection of both axes is the Big Data Application Provider component, indicating
that data analytics and its implementation provide the value to Big Data stakeholders in both value chains.
The names of the Big Data Application Provider and Big Data Framework Provider components contain
“providers” to indicate that these components provide or implement a specific technical function within
the system.

The five main NBDRA components, shown in Figure 2 and discussed in detail in Section 4, represent
different technical roles that exist in every Big Data system. These functional components are:

e System Orchestrator

11
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Data Provider

Big Data Application Provider
Big Data Framework Provider
Data Consumer

The two fabrics shown in Figure 2 encompassing the five functional components are:

e Management
e Security and Privacy

These two fabrics provide services and functionality to the five functional components in the areas
specific to Big Data and are crucial to any Big Data solution.

The “DATA” arrows in Figure 2 show the flow of data between the system’s main components. Data
flows between the components either physically (i.e., by value) or by providing its location and the means
to access it (i.e., by reference). The “SW” arrows show transfer of software tools for processing of Big
Data in situ. The “Service Use” arrows represent software programmable interfaces. While the main focus
of the NBDRA is to represent the run-time environment, all three types of communications or transactions
can happen in the configuration phase as well. Manual agreements (e.g., service-level agreements) and
human interactions that may exist throughout the system are not shown in the NBDRA.

The components represent functional roles in the Big Data ecosystem. In system development, actors and
roles have the same relationship as in the movies, but system development actors can represent
individuals, organizations, software, or hardware. According to the Big Data taxonomy, a single actor can
play multiple roles, and multiple actors can play the same role. The NBDRA does not specify the business
boundaries between the participating actors or stakeholders, so the roles can either reside within the same
business entity or can be implemented by different business entities. Therefore, the NBDRA is applicable
to a variety of business en