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1.1 

[This section contains high level requirements relevant to the design of the Reference Architecture. This section will be further developed by the NIST BDWG Requirements SG.]

The “big data” ecosystem is an evolution and a superset of a “traditional data” system exhibiting any or all of the following characteristics or requirements:
· Data sources are diverse in their security and privacy considerations and their business relationships with the data system integrators
· Data imported into the system vary in its structure, exhibit large volume, velocity, variety, and  other complex properties
· The nature and the order of data transformations varies between vertical systems; it is not prearranged,  and is evolving for a given system
· Storage technologies and databases are tailored to specific transformation needs and their scalability properties scale horizontally, vertically, or both
· Innovative analytic functions continuously emerge; proven technologies get enhanced and abstracted, resulting in frequent updates and outsourcing practices
· Data usage vary in structure and format; new use cases can be easily introduced to the system
[bookmark: _Toc366620772]Conceptual Model
The NIST Big Data Reference Architecture (RA) shown on Figure 1 represents a generic big data system comprised of technology-agnostic functional blocks interconnected by interoperability surfaces. 

1.2 



[bookmark: _Ref366591768][bookmark: _Ref366590579]Figure 1: Big Data Reference Architecture
This RA is applicable to a variety of big data solutions including tightly-integrated enterprise systems, as well as loosely-coupled vertical industries that rely on cooperation of independent stakeholders.

The RA is organized around two axes representing the two big data value chains: the information flow (along the vertical axis) and the IT integration (along the horizontal axis). Along the information flow axis, the value is created by data collection, integration, analysis, and applying the results down the value chain. Along the IT axis, the value is created by providing networking, infrastructure, platforms, application tools, and other IT services for hosting and operating of the big data in support of data transformations required for implementation of a specific application or a vertical. Note that the transformation block is at the intersection of both axes indicating that data analytics and its implementation are of special value to big data stakeholders in both value chains.
The five main RA blocks represent different technical roles that exist in every big data system: “Data Provider”, “Data Consumer”, “Transformation Provider”, “Capabilities Provider”, and “Vertical Orchestrator”.

Note that this RA allows to represent the stacking or chaining of big data systems, in a sense that a Data Consumer of one system could serve as a Data Provider to the next system down the stack or chain.

According to the big data taxonomy, a single actor can play multiple roles, as well as multiple actors can play the same role. This RA doesn’t specify the business boundaries between the participating stakeholders or actors. Therefore, each two roles can reside within the same business entity or can be implemented by different business entities.

For example, an organization, owning the data may use an external provider to implement specific data analysis in order to benefit from its result. In this situation, the actors within the organization would play the roles of Data Provider, Data Consumer, and partially the role of a Vertical Orchestrator. The external provider, would play the Transformation Provider, Vertical Orchestrator, and Capabilities Provider roles. If the external provider chooses to use a cloud platform from yet another vendor, then this vendor would play the role of a Capabilities Provider as well.

In a different example, a research institute would implement the whole IT stack, the tools and the algorithms. To validate the research though, the scientist would need to get access or to acquire big and diverse natural data sets. In this case, the actors within the institute would play the roles of the Orchestrator, Transformation Provider, Capabilities Provider, and Data Consumer. The data sources would be represented by multiple Data Providers external to the research institute.

The “DATA” arrows show the flow of data between the system’s main blocks. The data flows between the components either physically (a.k.a., by value) or by providing its location and the means to access it (a.k.a., by reference). The “SW” arrows show transfer of software tools for processing of big data in situ. The “Service Abstraction” blocks represent software programmable interfaces representing functional abstractions. Manual agreements (e.g., SLAs) and human interactions that may exist throughout the system are not shown in the RA.
[bookmark: _Toc366620773]Main Components
[bookmark: _Toc366620774]Data Provider
Data Provider is the role of introducing new information feeds into the big data system for discovery, access, and transformation by the big data system.
Note that new feeds are distinct from the data already being in use by the system and residing the various system repositories (including memory, databases, etc.) although similar technologies can be used to access both.
One of the important characteristics of a big data system is the ability to import and use data from a variety of data sources. Data sources can be internal and public records, online or offline applications, tapes, images/audio and videos, sensor data, Web log, HTTP cookies, etc. Data sources can be produced by humans, machines, sensors, Internet technologies, etc.

In its role, Data Provider creates an abstraction of data sources. In case of raw data sources, Data provider can potentially cleanse, correct, and store the data an internal format.
Frequently, the role of Data Provider and Transformation Provider would belong to different authorities, unless the authority implementing the Transformation Provider owns the data sources. Consequently, data from different sources may have different security and privacy considerations. 
Data Provider can also provide an abstraction of data being transformed earlier by another system that can be either a legacy system or another big data system. In this case, Data Provider would represent a Data Consumer of that other system.
Data Provider activities include:
· Creating the metadata describing the data source(s), usage policies/access rights, and other relevant attributes
· Publishing the availability of the information and the means to access it
· Making the data accessible by other RA components using suitable programmable interface.
Subject to data characteristics (such as, volume, velocity, and variety) and system design considerations, interfaces for exposing and accessing data would vary in their complexity and can include both push and pull software mechanisms. These mechanisms can include subscription to events, listening to data feeds, querying for specific data properties or content, and the ability to submit a code for execution to process the data in situ.
Note that not all use of data service abstraction would always be automated, but rather might involve a human role logging into the system and providing directions where new data should be transferred (for example, via FTP).
[bookmark: _Toc366620775]Transformation Provider 
Transformation Provider is the role of executing a generic “vertical system” data life cycle including data collection from various sources, multiple data transformations being implemented using both traditional and new technologies, and diverse data usage.
As the data propagates through the ecosystem, it is being processed and transformed in different ways in order to extract the value from the information. Transformation sub-components can be implemented by independent stakeholders and deployed as stand-alone services.
Each transformation function can use different specialized data infrastructure or capabilities best fitted for its requirements, and can have its own privacy and other policy considerations.
In its role, Transformation Provider typically executes the manipulations of the data lifecycle of a specific vertical system to meet the requirements or instructions established by the Vertical Orchestrator.
 [Editor’s Note: Listed activities need to be aligned with the sub-components shown on the diagram.]
Transformation Provider activities include:
· Data Collecting (connect, transport, stage): obtains connection to Data Provider APIs to collect into local system, or to access dynamically when requested. At the initial collection stage, sets of data (e.g., data records) of similar structure are collected (and combined) resulting in uniform security considerations, policies, etc. Initial metadata is created (e.g., subjects with keys are identified) to facilitate subsequent aggregation or lookup method(s).
· Data Curating: provides cleansing, outlier removal, standardization for the ingestion and storage processes.
· Data Aggregating: Sets of existing data collections with easily correlated metadata (e.g., identical keys) are aggregated into a larger collection. As a result, the information about each object is enriched or the number of objects in the collection grows. Security considerations and policies concerning the resultant collection are typically similar to the original collections.
· Data Matching: Sets of existing data collections with dissimilar metadata (e.g., keys) are aggregated into a larger collection. As a result, the information about each object is enriched. The security considerations and policies concerning the resultant collection are subject to data exchange interfaces design.
· Data Optimizing (Pre-analytics): determines the appropriate data manipulations and indexes to optimize subsequent transformation processes.
· Data Analysis: implements the techniques to extract knowledge from the data based on the requirements of the data scientist, who has specified the algorithms to process the data to produce new insights that will address the technical goal.
· Data Transferring: facilitates secure transfer of data between different repositories and/or between the Transformation and the Capabilities RA blocks. 
Note that many of these tasks have changed, as the algorithms have been re-written to accommodate and be optimized for the horizontally distributed resources.
[bookmark: _Toc366620776]Capabilities Provider
Capabilities Provider is the role of providing a computing fabric (such as system hardware, network, storage, virtualization, and computing platform) in order to execute certain transformation applications, while protecting the privacy and integrity of data.  The computing fabric facilitates a mix-and-match of traditional and future computing features from software, platforms, and infrastructures based on application needs.
Capabilities are abstracted functionalities that exist in order to support big data transformation functions. Capabilities include infrastructures (e.g., VM clusters), platforms (e.g., databases), and applications (e.g., analytic tools).
[Editor’s Note: Activities need to be listed and described after the agreement is reached on the sub-components presented on the diagram.]
[bookmark: _Toc366620777]Data Consumer
Data Consumer is the role performed by end users or other systems in order to use the results of data transformation. Data Consumer uses the Usage Service Abstraction interface to get access to the information of its interest. Usage Services Abstraction can include data reporting, data retrieval, and data rendering.
Data Consumer activities can include: 
· Exploring data using data visualization software
· Ingesting data into their own system
· Putting data to work for the business, for example to convert knowledge produced by the transformers into business rule transformation
Data Consumer can play the role of the Data Provider to the same system or to another system. Data Consumer can provide requirements to the Vertical Orchestrator as a user of the output of the system, whether initially or in a feedback loop. 
[bookmark: _Toc366620778]Vertical Orchestrator
Vertical Orchestrator is the role of defining and integrating the required data transformations components into an operational vertical system. Typically, Vertical Orchestrator would represent a collection of more specific roles performed by one or more actors, which manages and orchestrates the operation of the Big Data System.
The Big Data RA represents a broad range of big data systems: from tightly-coupled enterprise solutions (integrated by standard or proprietary interfaces) to loosely-coupled verticals maintained by a variety of stakeholders or authorities bounded by agreements and standard or standard-de-facto interfaces.
In an enterprise environment, the Vertical Orchestrator role is typically centralized and can be mapped to the traditional role of System Governor that provides the overarching requirements and constraints which the system must fulfill, including policy, architecture, resources, business requirements, etc. System Governor works with a collection of other roles (such as Data Manager, Data Security, and System Manager) to implement the requirements and the system’s functionality. 
In a loosely-coupled vertical, the Vertical Orchestrator role is typically decentralized. Each independent stakeholder is responsible for its system management, security, and integration. In this situation, each stakeholder is responsible for integration within the big data distributed system using service abstractions provided by other stakeholders.
In both cases (i.e., tightly and loosely coupled), the role of the Vertical Orchestrator can include the responsibility for
· Translating business goal(s) into technical requirements.
· Supplying and integrating with both external and internal Providers. 
· Overseeing evaluation of data available from Data Providers.
· Directing the Transformation Provider by establishing requirements for the collection, curation, analysis of data, etc.
· Overseeing transformation activities for compliance with requirements.
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[bookmark: _Toc366620784]Security and Privacy
[This section will be prepared by the NIST BDWG Security and Privacy SG and will contain high level security and privacy considerations relevant to the design of the Reference Architecture.]
[bookmark: _Toc366620785]Big Data Taxonomy 
[This section will be prepared by the NIST BDWG Def&Tax SG and will contain high level taxonomy relevant to the design of the Reference Architecture.]
[bookmark: _Toc366620786]Appendix A: Terms and Definitions 
[This section will contain terms and definitions used in this document.]
[bookmark: _Toc366620787]Appendix B: Acronyms 
[bookmark: _Toc366620788]Appendix C: References
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Key points are to meet use cases’ requirements:

Be able to support diversified data sources with variety, volume, and velocity of data

Be able to support various transformation functions such as collect, curate, analysis, visual, and access for a given dataset.

Be able to support mixed of legacy/traditional and cloud computing framework with the additional resource management of hardware, security and Privacy, systems, and lifecycle management. 

 

NBD RA provides abstraction services to meet the use cases’ requirements:

Data Service Abstraction – enable Data Sources Component to subscribe one or more data services at the Transformation Component so that one or more given datasets can be collected, curated, analyzed, visualized, and accessed.  The process results can be used by the Data Usage Component. 

Capability Service Abstraction – enable Transformation Component to subscribe one or more capability services at the Capability Management Component so that given datasets and algorithms can be securely transferred, stored, and executed by the specific computing fabrics such as data storage, networking, and computing cluster.

Usage Service Abstraction – enable Data Sources Component to subscribe one or more protected usage services at the Data Usage Component so that the processing results from the Transformation Component can be retrieved, reported, and rendered. 
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