CrmrmOrOmOC -
— OO0+ OrCrO O~
Or O O~ 000 =00
OO OO T O O -
OO r OO O~
~OOQr OO0~ 0OO0=~=00
COOO0COO000O0OmOC
=Orr=OrO=0Or~C

O O
OO C
OO O -
Or-Or-00rC

OO0

. Q
B
o~
0
ey
i
e
<
)
Tt
-
L
o
=
W,_. ”ﬂa
e
= QD
-0
-
Ll

~o0Oo~00,
[ Jmp——_ T
o000
coooO™C

- O

17100

- Ormr
OO =00,
CrOrmOwo

10

CO0=m=O w0
pPOr-—~00O 00
PO O e O re
CO0COOmOO0O ™
po-oCcO~O~00

Using EA to Design Future-Ready Agencies
and Implement Shared Services

Scott A. Bernard, Ph.D.
Federal Chief Enterprise Architect
Executive Office of the President
Office of Management and Budget

Scott Bernard@omb.eop.qov



mailto:Scott_Bernard@omb.eop.gov

25 POINT IMPLEMENTATION
PLAN TO REFORM FEDERAL
INFORMATION TECHNOQIL.OGY

IT Shared Services

Strategy

Common Approach to

Federal EA

M4

Shared Se
Is Action I
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IT Reform Age
25-Point PI
(Dec 2010
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EXECUTIVE OFFICE OF THE PRESIDENT
OYFICE OF MANAGEMENT AND SUDGET
WASHINGTON, O.C. 20503

August 8, 2011
M11-29

MEMORANDUM FOR HEADS OF EXECUTIVE DEPARTMENTS AND AGENCI

FROM: Jacob J. Lew
Director

SUBJECT:  Chief Information Officer Authorities

In Decomber 2010, the Administration released the 25 Point Implementation Plan tc
Reform Fedeeal Information Technology (IT) Manageseat,” ‘The reforms are focused on
climinating barriers that get in the way of cffectively managin ams throughout thel
Federal government, oo many Fedeeal IT projects have run ove 1, fullen behind
schedule, or faiked o deliver promised fanctionality, hampering agency missians and wastis
taxpayer dollars,

As the Fodeen! goverment implements the reform agenda, it is changing the rolc of
Agency Chief Information Officens (CI0s) away from Just policymaking and iafrastroctare
maintenance, to encompass true portfolio management for all IT. This will enable CIOx to
on dalivering IT solutions that suppoet the mission and business effectiveness of theis agend
and overcome o deiver do salutions. This memo &
designed to clarify the primary area of responsibility for Agency CIOs throughaut the
foverameat, as ideatified in the IT Reform Plan

Agancy CIOs must be positioned with theso responsibilities and authorities to improf
rating efliciency of their agencies. In additian 1o their statutory responsibilities throy
nger-Coben Act® and related laws, under the IT Reform Plan there are four main area)
Agency CIOs shall have a lead role:

Governance. CIOs must drive the investment review process for IT investments an

[}

(May 2012)

/ LW WY

(May 2012)

Review Draft v0.6

Draft for Diseussion

Subject to Revision

FEDERAL INFORMATI(
TECHNOLOGY SHARE
SERVICES STRATEGY|
“Shared First”

December 8, 2011

May 2, 2012

ommon Approach
To Federal
prise Architecture

have respoasibility over the entire IT poetfolio foe an Agency. ClOs must work with
Chief Financial Officess and Chief Acquisition Officess to ensure IT portfolio analysis is
an integral pr of the yearly budget process foc an ageacy. The IT Reform plan
restructured the investment review boards (IRBs) by requiring y ClOs to Jead
“TechStat™ sessions - actionsble meetings designed 10 improv tbetween
project teams and senioe executives. Outcomes from these sessions must be formalized
snd followed-up through comgletion, with the 03l of terminating or turming around one-
third of all underperforming IT Investments by June 2012,

*reto @ 20t
? Puic Law 104-105, Divisian £, Clinger.Cohen Act of 1956

M-11-29
ClO Authorities Memo:
Commodity IT (Aug 2011)

Inter-Agency Lines of Business / Business Centers
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The Common Approach to
Federal Enterprise Architecture
is OMB policy on EA standards.

FEAvV2 is the implementation
of the Common Approach, it
provides design and analysis
methods to support shared
service implementation, DGS,
IRM Strategic Plans, and

PortfolioStat investment reviews.

| IRM
o, §§1§1;trategic

=it |21
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The Common Approach to Federal Enterprise Architecture

helps to make agencies “Future-Ready” by accelerating
agency business transformation and new technology
enablement by providing standardization, design principles,
scalability, an enterprise roadmap, and a repeatable
architecture project method.

o TSy,




Service
Delivery

- Primary
Scope —— Governance : Outcomes

Lines of Business

Domains

ARM/ALS - Systems &
Applications

c I |PAM/Ps Strategic _

@] ) s
L= z Plans 7 % g
5 R Current _ |mw/ms  Business Shared Future @ ]
2t Views 8 Activities Views 8 3
0= 2 ()

x o & |ow/ois  Data& S >
S~ —
o = Information
=
51
(]
wvy

Program / Project Mgmt.

Configuration / Asset Mgmt.

ML Networks &
Infrastructure

Standards / Configuration Mgmt.
Capital Planning / Portfolio Mgmt.

Transition Plan

Program Oljcs, Standards Framework

Elements Authoritative

Reference




= Service Delivery

" Functional Integration
= Resource Optimization
= Authoritative Reference

While there are many positive outcomes that EA
contributes to, these four outcomes are “primary” in
that they represent areas of direct, positive impact
that architectures can make within and between
agencies and with customers and partners external
to government




= |nternational
= National
= Federal

= Sector
= Agency
= Segment

= System
S e Collaborate and Plan Implement and Measure
. . 1. 2. 3. 4. 5.
|| A I t Identify Research Define Invest Perform
p p I Ca I O n and Validate and Leverage and Plan and Execute and Measure

These levels of scope promote consistency in architecture
methods to promote comparability and support varying levels of
complexity. Solution Architecture is done in a similar way at all
levels of scope, using the Collaborative Planning Method (CPM)




Service
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Governance
Principles
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These basic elements ensure that agency EA programs are
complete and can be effective in developing solutions that
support planning and decision-making.




Element 1: Governance

Performance Management
OMB A-11
w
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General EA Principles Design/Analysis Principles

" Future-Ready = Strategic Drivers
= |nvestment Support = Business Activities
= Shared Services = Technology Enablement

" |nteroperability Standards —

Lines of Business

" |nformation Access —

PRM/PIS - Strategic
Plans 7

SRM / S1-5

Applications

RM/115 - Networks &
Infrastructure

o 4+
. . I
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Element 3: Method for EA Projects

Collaborate and Plan Implement and Measure

2. 3. 4. 5.

Identify Research Define Invest Perform
and Validate / and Leverage / and Plan and Execute / and Measure

The Collaborative Planning Methodology (CPM) is a
repeatable process that consists of steps that require
integrated multi-disciplinary activities to affect change with

the collaboration of leaders, stakeholders, planners, and
implementers.

It is inclusive of the full planning and implementation lifecycle
and is intended for use at all levels of scope.




Element 3: Method (continued)

Organize and Plan

1.

Identify
and Validate

1.1@
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1.2@
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4.28
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Implement and Measure

5.

Perform
and Measure

5.1@
Operate@vith@heNew?
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5.20
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Against@Metrics?

4.3@
Executehe®lan?

5.3@
Analyze@nd@Providel
Feedback®




Repository website and content to create a visual representation of
architecture in its current and future states

Decomposable views of the overall architecture and specific architectures
Over-arching “management views” of the architecture

Strategic planning products and performance measures

Business process documentation to answer questions and solve problems
Physical / logical design of data entities, objects, applications, and systems
Physical and logical design of networks & cloud computing environments

Configuration management and quality standards

Security and risk solutions for physical, information, personnel and
operational needs




EA standards for
doing design projects

Artifact’s List

Strategic Plan
Workflow Diagram
Dataflow Diagram

System Interface

Network Diagram

Security Controls

Lines of Business
Governance Domains M

o = 5 |PM/Ps o Strategic
£ *é | 2 s Plans
= = “
c %ﬂ g, Q| , |em/eis)  Business IR
°o|C|s|5| o A Services
s | @ S| © Activities
T | alslEl2 o

wy —
o | < L2 |orusors Data &
e [~ 2~ .
S|5|a|»l2 Information

Ll c| T
g w|E|E = ARM / A1-9
NEIRIEIE Systems &

. - .

'r% Dl@a | Applications

c ~ | @
2l8|= % Am/is | Networks &
©
&a 8 Infrastructure

[ J [ J
Design Analysis

Identify
and Validate

Collaborate and Plan

Research
and Leverage

Implement and Measure

EA standards for
doing analysis projects

Consolidated Reference Model (CRM)

Performance Reference Model (PRM)

« Inputs, outputs, and outcomes
* Uniquely tailored performance indicators

< Inputs
< Outputs
<+ Outcomes

-

<+ Sector
< Function
<« Sub-Function

Business Reference Model (BRM)
 Intra- and inter-agency shared services
* Agencies, customers, partners, providers

<4

< Area
< Type
< Sub-Type

—> Data Reference Model (DRM)
* Busi focused data izati
* Cross-agency information exchanges

j——p Application Reference Model (ARM)
« Software providing ionality
« Enterprise service bus

< System
A Al el

<+ Interface

P> |nfrastructure Reference Model (IRM)
* Hardware providing functionality
 Hosting, data centers, cloud, virtualization %

< Platform
<+ Network
Facility

3
g
3
a
<« 8
2
s

3.

Define
and Plan

4. 5.
Invest
and Execute

Perform
and Measure




Element 6: Use

The Common Approach supports:

Shared-Services Implementation
Cloud-First Implementation

Digital Strategy — Mobile & Web
TechStats / PortfolioStats

Security and Privacy Control Design
Business Process Improvement

Big Data

Data Center Consolidation

Voice, Data, Video Convergence




Element 7: Reporting

» Annual submission to OMB that “tells the story” of the agency’s
use of IT to enable mission, support, and commodity functions.

» Due April 15t —these are public documents, nothing sensitive in it.

» Format Guidelines:

» Main Body: a) Synopsis of IRM Strategic Plan and goals
b) Enterprise-wide business and technology architecture
c) Transition Plan milestones
» Appendix 1: IT Asset Inventory
» Appendix 2: IT Commodity Consolidation Plan (M-11-29)
» Appendix 3: Agency Shared Services Plan (improve quality & uptake)
» Appendix 4: EA Program Assessment / Project Value Measurement




Element 8: Audit

Roadmap (Appendix 4)

provides an evaluation of:

Architecture Value

ORGANIZATIONAL
TRANSFORMATION

Needs to Be Measured

and Reported

— EA Program maturity

— The value of EA projects
Uses EA Management Maturity | = geao
Framework v2 (EAMMF), Aug 2010

l

GAO

United States Government Accountabilit
Executive Guide

ORGANIZATIONAL
TRANSFORMATION

A Framework for
Assessing and
Improving Enterprise
Architecture
Management
(Version 2.0)

T i SR0Rs

590 core elements

—-

Maturation




The Federal Enterprise Architecture
Version 2.0 (FEAv2)

Implementing the Common Approach




C

Other

The Common Approach to Federal Enterprise Architecture
(Common Approach) accelerates supports the identification of
opportunities for shared services and design alternatives. The
Federal EA version 2 (FEAv2) will be released in January 2013
and aligns with the standards of the Common Approach.

19



FEAv2 aligns with the Common Approach

and has three major components: ) Common Approach [il £

= Standards: = e m ”
— Framework |5y 8 7= ODAF
— Artifacts

z nformati
H rrrraree—
2| 8|2|% ications
HHE R
* Methods: LA ; _—\ L P\ s
Identify Research Define Invest Perform
and Validate and Leverage and Plan and Execute /' and Measure

— Common Approach
— Collaborative Planning Method (former Fsam)

Other

rtfolio Mgmt. |

sset Mgmt.

Standards / Configuration Mgmt.

[ ] [ ] Performance Reference Model (PRM) <+ Inputs s E‘
. .  Inputs, outputs, and outcomes < Outputs € §§ 5.
« Uniquely tailored performance indicators + Outcomes 34
. Zalis
sz @
(BRM) @ Sector 22 18
. » Intra- and inter-agency shared services “ Functi “ = 2 E
— Consolidated Reference Mode i i dae| LB
>3 i
—> Data Reference Model (DRI % Area é_g’ =
« Business-focused data standardization <+ Type - 53 %
 Cross-agency information exchanges “* Sub-Typ 33 =
8
g
[—> Application Reference Model (ARM) < system i
* Software providing functionality <+ Application €1 4, 4 o
. « Enterprise service bus < Interfac it
— SRS
nterprise hoadma it
Model (IRM) < Platform 8 3
« Hardware providing functionality @ Network € §
« Hosting, data centers, cloud, virtualization  Facility g
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» The standard artifact list consists
of the “core” artifacts that need
to be considered and/or tailored
to support a robust set of EA

artifacts for the organizatio

N

Lines of Business

Domains

Standards / Configuration Mgmt.

Configuration / Asset Mgmt.

Program / Project Mgmt.

Capital Planning / Portfolio Mgmt. ’

Security / Privacy stM/sis

PRM/PLS Strategic
Plans

BRM / B1-8 Business
Activities

’Aared

Servic

DRM / D1-6

Data &
Information

S

P
Py
|
AmM/AL9  Gustems & f’/
Applications
/s Networks & ’/
Infrastructure

EA’ Cube Avrtifact Artifact Name Zachman DODAF
Level/Thread ID# (* Composite Artifact) Mapping Mapping
f S-1 Strategic Plan* C6/R1 AV-1
SGtgztlzgéf S-2 SWOT Analysis C5/R1
o S-3 Concept of Operations Scenario AV-1
Initiatives S-4 Concept of Operations Diagram C2/R1 OV-1
M S5 | Balanced Scorccard™ * C6/R4, CBIRS
EX Doinee ek | _~aimn ~eoa

Busi . . ox:g
Prod, Core Artifact List B
(t

/ Strategic Plan/Priority Goals

ja, SV-10a

Oov-3

at ib, SV-10b
ic, SV-10c
/ I"Ifor('[ i7,SV-11
#  Workflow Diagram 575
AV-2
Sv-1
SV-2
. SV-3
syste Dataflow Diagram SV
}JM SV-5
S SV-6
Sv-7
SVv-8
/1 System Interfaces
Netwc | S
Infrast 0
o Network Diagram —
/3(7 Security Controls —
T o e L — i
(ST ST-2 Technology Forecast C3/R4 TV-2, SV-9
W-1 Workf Plan* C4/R1
Workforce W2 o;ran ization Chart CalR2 ova
w) W-3 Knowledge and Skills Profile C4/R3 Oov-4
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FEAv2: Collaborative Planning Method

Collaborate and Plan Implement and Measure
1. 2. 3. 4. 5.

Identify Research Define [nvest Perform
and Validate / and Leverage / and Plan and Execute / and Measure

The Collaborative Planning Methodology is a repeatable process
that consists of steps that require integrated multi-disciplinary
activities to affect change with the collaboration of leaders,
stakeholders, planners, and implementers.

It is inclusive of the full planning and implementation lifecycle
and is intended for use at all levels of scope.

22




Method (continued)
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FEAv2: Consolidated Reference Model

Consolidated Reference Model (CRM)

Performance Reference Model (PRM)

. . . %
<+ Inputs P |
2003—05 F EA R M S * Inputs, outputs, and outcomes < Outputs < § a §
. . . . :
* Uniquely tailored performance indicators < Outcomes 38 |2
=
® Performance Reference Model = !‘:1 ?;
(1]
+ Government-wide Performance . RN =2 a |@
Rl = Business Reference Model (BRM) % Sector Sg B
+ Line of Business-specific Performance e Intra- and inter-agency shared services i Function < = 2
| Measures and Ouicomes * Agencies, customers, partners, providers % Sub-Function - = %
5 Business Reference Model s 3
8% - - =3
82 - Lines of Business . o 3 2 [
§§ - Agencies, Customers, Partners » Data Reference Model (DRM) ‘:’ Area '% B P
My = * Business-focused data standardization * Type = = ; )
lg g Service Component Reference Model ¢ Cross-agency information exchanges o< Sub-Type g 3 §
‘Q.- 8 « Service Layers, Service Types g §
2% « Components, Access and Delivery Channels o g,
.‘é’g Ee - - Application Reference Model (ARM) <+ System 285
2 e e oS * Software providing functionality < Application €, 4
« Service Component Interfaces, Interoperability| S Enterorice connce b & Interface
« Technologies, Recommendations p I oz
i ci=t
Data Reference Model £ . ﬁ 2
e ———— Infrastructure Reference Model (IRM) % Platform |
« Cross-agency Information Exchanges * Hardware providing functionality <+ Network %
¢ Hosting, data centers, cloud, virtualization ** Facility S

The CRM consists of a set of interrelated “reference models” designed to
facilitate cross-agency analysis and the identification of duplicative
investments, gaps and opportunities for collaboration within and across
agencies. Through the use of the CRM and vocabulary, IT portfolios can be
better managed and leveraged across the federal government.

JPRESD,

2




FEAv2: The CRM’s Reference Models

PRM - BRM - DRM - ARM - IRM - SRM

The Reference Models from have evolved from five in FEAv1 to six
in FEAv2. Each Reference Model consists of the following areas:

» Taxonomy — Provides for categorization and inventories.

» Methods — Incorporates associated best practices.

» Use Cases — Describes how the reference model will be applied and
used in the federal government. This area will apply the reference
models to the Collaborative Planning Method (CPM). Each reference
model will have at least three use cases.

» Touch Points — The relationship between all of the reference models.
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Using EA to Support

Shared Services Implementation




Levels

Categories

Services
(Examples)

Channels

Standards

e e —

( Home Ll sueortServices

{ Public, Private, Hybrid Clouds & ‘ =
Uncle Sam’s List

Inter-Agency Lines of Business / Business Centers
Intra-Agency Shared Service Centers

Commodity Administrative Mission o
g
= e % c o + < S
sEISE|&82] E | o | § | & 5 |5 S||&
5 0 o © 0o c i S 3 'S
v S oS o < S £ > © +2 - + C
- = o 3 = — € € S T 9 @

2 9 n 3 0 = K] S o o=
cf|fZ)lz5] 8| £ | 8 5% & |22 |8
=5 ¢ © O o c & o o< =
O =R | Eo 2 iz = -

Networks

overement-ukse, i cemper marheiplace. G 1 lala Cenier
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This includes the strategic and tactical requirements for the
type(s) of functionality that the service has to provide to
consumers. The type of requirements depends on the type
of service area, number and diversity of participating
agencies, sensitivity of information/data being exchanged.

1. Requirements

Consumer Agency #7

Consumer Agency #6
Consumer Agency #5
Consumer Agency #4
Consumer Agency #3

Business processes that function through the shared service.
The design of a process must support the functional
requirements from #1.

Consumer Agency #2
Consumer Agency #1
Provider Agency

Requirements S ed 'ge The part of the business process in #2 that involves the
- creation, exchange, manipulation, storage, or deletion of
© Workflow Se rv' data and information.
% C Dt Exch X This includes the software and hardware that provide the
° atabxenanse functionality and data exchange capabilities that are
= C identified in #2 and #3.
9 Applications - o . o _
@ .osting This is the infrastructure that the application(s) are hosted in.
Hosting — *This includes cloud-based, client-server hosting solutions.
\ 5, SR e The logical, physical, process, and personnel controls that
Privacy achieve required levels of protection and risk mitigation for

the service.
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‘ Intra-Agency Shared Services

’ Inter-Agency Shared Services

Agency CIOs Owner Managing Partners
Commodity IT Scope LOBs / Business Centers
Implementation of Agency Enterprise .
) ) 2012 Focus Service Improvement
Architecture/Shared Service Plans . P
Migrations, EA Plans .Key Assessment, Benchmarks, Roadmap
Deliverable

Intra-Agency

Service Center
(Dept. ClOs)

Commodity IT + Email/Collaboration

e Websites/CMS

* Mobile/Wireless

Inter-Agency

LOBs / BCs
(Managing Partners)

* Budget
* Financial

e GIS e Performance
* HR * Security




Intra-Agency Inter-Agency

Department

Commodity

Support Mission

« IT infrastructure
* Enterprise IT systems
* Business systems

“Run

Complexity of Approach Highest

itial Focus
llcra wlll

s
v
2
S
~J

'« Maximize the purchasing power of agency
contracts for commodity IT acquisitions (e.g.,
PC contracts, email systems, etc.)

Lowest

Complexity of Service Highest




-1 Supplier Customers

Managing
Partner

Managing Partner. The Federal agency that establishes and maintains the

shared service with approval by agency leadership for intra-agency services,
or by OMB for inter-agency services.

Customer. The Federal agency or bureau that contracts with and pays the
managing partner to receive a shared service.

Supplier. A government or commercial organization that actually provides
the shared service to consumers. Managing partners contract with
suppliers using Federal-wide contract vehicles whenever practicable.

R-3




Architectural Components of a Service

This includes the strategic and tactical requirements for the type(s) of
functionality that the service has to provide to consumers. The type of
requirements depends on the type of service area, number and diversity
of participating agencies, sensitivity of information/data being exchanged.

1. Requirements

2 Workflow Business processes that function through the shared service. The design
of a process must support the functional requirements from #1.

3. Data Exchange The part of the business process in #2 that involves the creation,
exchange, manipulation, storage, or deletion of data and information.

4. Applications This includes the software and hardware that provide the functionality
and data exchange capabilities that are identified in #2 and #3.

5. Hosting This is the infrastructure that the application(s) are hosted in. This
includes cloud-based, client-server hosting solutions.

6. Security and Privacy The I.ogical, physical, procgss, and perso'n'nel Fontrols that ac'hieve
required levels of protection and risk mitigation for the service.
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Using Enterprise Architecture to
Standardize and Improve Information
Sharing Environments




EOs
12286 op Secret
12333
12829
13388
13467 Secret
13527
13526
13549
13556 . ]
13587 Confidential
G w
NSSIS ——————————
Q )
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NSD-42

Unclassified

Multi-Level Standards
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Questions

Scott Bernard
Scott Bernard@omb.eop.gov

Federal Chief Enterprise Architect

Office of Management and Budget

Office of E-Government and IT
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