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	Use Case Title
	IaaS (Infrastructure as a Service) Big Data Business Continuity & Disaster Recovery (BC/DR) Within A Cloud Eco-System provided by Cloud Service Providers (CSPs) and Cloud Brokerage Service Providers (CBSPs)   

	Vertical (area)
	Large Scale Reliable Data Storage

	Author/Company/Email
	Pw Carey, Compliance Partners, LLC, pwc.pwcarey@email.com

	Actors/Stakeholders and their roles and responsibilities 
	Executive Management, Data Custodians, and Employees responsible for the integrity, protection, privacy, confidentiality, availability, safety, security and survivability of a business by ensuring the 3-As of data accessibility to an organizations services are satisfied; anytime, anyplace and on any device.

	Goals
	The following represents one approach to developing a workable BC/DR strategy. Prior to outsourcing an organizations BC/DR onto the backs/shoulders of a CSP or CBSP, the organization must perform the following Use Case, which will provide each organization with a baseline methodology for business continuity and disaster recovery (BC/DR) best practices, within a Cloud Eco-system for both Public and Private organizations.

Each organization must approach the ten disciplines supporting BC/DR (Business Continuity/Disaster Recovery), with an understanding and appreciation for the impact each of the following four overlaying and inter-dependent forces will play in ensuring a workable solution to an entity's business continuity plan and requisite disaster recovery strategy. The four areas are; people (resources), processes (time/cost/ROI), technology (various operating systems, platforms and footprints) and governance (subject to various and multiple regulatory agencies).

These four concerns must be; identified, analyzed, evaluated, addressed, tested, reviewed, addressed during the following ten phases:

1. Project Initiation and Management Buy-in

2. Risk Evaluations & Controls

3. Business Impact Analysis

4. Design, Development & Testing of the Business Continuity Strategies

5. Emergency Response & Operations (aka; Disaster Recovery

6. Developing & Implementing Business Continuity Plans

7. Awareness & Training Programs

8. Maintaining & Exercising Business Continuity Plans, (aka: Maintaining Currency)

9. Public Relations (PR) & Crises Management Plans

10. Coordination with Public Agencies

Please Note: When appropriate, these ten areas can be tailored to fit the requirements of the organization.

	Use Case Description
	Big Data as developed by Google was intended to serve as an Internet Web site indexing tool to help them sort, shuffle, categorize and label the Internet. At the outset, it was not viewed as a replacement for legacy IT data infrastructures. With the spin-off development within OpenGroup and Hadoop, BigData has evolved into a robust data analysis and storage tool that is still under going development. However, in the end, BigData is still being developed as an adjunct to the current IT client/server/big iron data warehouse architectures which is better at somethings, than these same data warehouse environments, but not others.

As a result, it is necessary, within this business continuity/disaster recovery use case, we ask good questions, such as; why are we doing this and what are we trying to accomplish? What are our dependencies upon manual practices and when can we leverage them? What systems have been and remain outsourced to other organizations, such as our Telephony and what are their DR/BC business functions, if any? Lastly, we must recognize the functions that can be simplified and what are the preventative steps we can take that do not have a high cost associated with them such as simplifying business practices.

We must identify what are the critical business functions that need to be recovered, 1st, 2nd, 3rd in priority, or at a later time/date, and what is the Model of A Disaster we're trying to resolve, what are the types of disasters more likely to occur realizing that we don't need to resolve all types of disasters. When backing up data within a Cloud Eco-system is a good solution, this will shorten the fail-over time and satisfy the requirements of RTO/RPO (Response Time Objectives and Recovery Point Objectives. In addition there must be 'Buy-in', as this is not just an IT problem, it is a business services problem as well, requiring the testing of the Disaster Plan via formal walk-throughs,.et cetera. There should be a formal methodology for developing a BC/DR Plan, including: 1). Policy Statement (Goal of the Plan, Reasons and Resources....define each), 2). Business Impact Analysis (how does a shutdown impact the business financially and otherwise), 3). Identify Preventive Steps (can a disaster be avoided by taking prudent steps), 4). Recovery Strategies (how and what you will need to recover), 5). Plan Development (Write the Plan and Implement the Plan Elements), 6). Plan buy-in and Testing (very important so that everyone knows the Plan and knows what to do during its execution), and 7). Maintenance (Continuous changes to reflect the current enterprise environment)

	Current 

Solutions
	Compute(System)
	Cloud Eco-systems, incorporating IaaS (Infrastructure as a Service), supported by Tier 3 Data Centers....Secure Fault Tolerant (Power).... for Security, Power, Air Conditioning et cetera...geographically off-site data recovery centers...providing data replication services, Note: Replication is different from Backup. Replication only moves the changes since the last time a replication, including block level changes. The replication can be done quickly, with a five second window, while the data is replicated every four hours. This data snap shot is retained for seven business, or longer if necessary. Replicated data can be moved to a Fail-over Center to satisfy the  organizations RPO (Recovery Point Objectives) and RTO (Recovery Time Objectives)

	
	Storage
	VMware, NetApps, Oracle, IBM, Brocade, 

	
	Networking
	WANs, LANs, WiFi, Internet Access, via Public, Private, Community and Hybrid Cloud environments, with or without VPNs.

	
	Software
	Hadoop, MapReduce, Open-source, and/or Vendor Proprietary such as AWS (Amazon Web Services), Google Cloud Services, and Microsoft

	Big Data 
Characteristics


	Data Source (distributed
/centralized)
	Both distributed/centralized data sources flowing into HA/DR Environment and HVSs (Hosted Virtual Servers), such as the following: DC1---> VMWare/KVM (Clusters, w/Virtual Firewalls), Data link-Vmware Link-Vmotion Link-Network Link, Multiple PB of NAS (Network as A Service), DC2--->, VMWare/KVM (Clusters w/Virtual Firewalls), DataLink (Vmware Link, Vmotion Link, Network Link), Multiple PB of NAS (Network as A Service), (Requires Fail-Over Virtualization)

	
	Volume (size)
	Terra-bytes up to Petra-bytes

	
	Velocity 

(e.g. real time)
	Tier 3 Data Centers with Secure Fault Tolerant (Power) for Security, Power, Air Conditioning. IaaS (Infrastructure as a Service) in this example, based upon NetApps. Replication is different from Backup, replication requires only moving the CHANGES since the last time a REPLICATION was performed, including the block level changes. The Replication can be done quickly as the data is Replicated every four hours. This replications can be performed within a 5 second window, and this Snap Shot will be kept for 7 business days, or longer if necessary to a Fail-Over Center.....at the RPO and RTO....

	
	Variety 

(multiple data sets, mash-up)
	Multiple virtual environments either operating within a batch processing architecture or a hot-swappable parallel architecture.

	
	Variability (rate of change)
	Depending upon the SLA agreement, the costs (CapEx) increases, depending upon the RTO/RPO and the requirements of the business.

	Big Data Science (collection, curation, 

analysis,

action)
	Veracity (Robustness Issues)
	Data integrity is critical and essential over the entire life-cycle of the organization due to regulatory and compliance issues related to data CIA (Confidentiality, Integrity & Availability) and GRC (Governance, Risk & Compliance) data requirements.

	
	Visualization
	Data integrity is critical and essential over the entire life-cycle of the organization due to regulatory and compliance issues related to data CIA (Confidentiality, Integrity & Availability) and GRC (Governance, Risk & Compliance) data requirements.

	
	Data Quality
	Data integrity is critical and essential over the entire life-cycle of the organization due to regulatory and compliance issues related to data CIA (Confidentiality, Integrity & Availability) and GRC (Governance, Risk & Compliance) data requirements.

	
	Data Types
	Multiple data types and formats, including but not limited to; flat files, .txt, .pdf, android application files, .wav, .jpg and VOIP (Voice over IP)

	
	Data Analytics
	Must be maintained in a format that is non-destructive during search and analysis processing and procedures.

	Big Data Specific Challenges (Gaps)
	The Complexities associated with migrating from a Primary Site to either a Replication Site or a Backup Site is not fully automated at this point in time. The goal is to enable the user to automatically initiate the Fail Over Sequence, moving Data Hosted within Cloud requires a well defined and continuously monitored server configuration management. In addition, both organizations must know which servers have to be restored and what are the dependencies and inter-dependencies between the Primary Site servers and Replication and/or Backup Site servers. This requires a continuous monitoring of both, since there are two solutions involved with this process, either dealing with servers housing stored images or servers running hot all the time, as in running parallel systems with hot-swappable functionality, all of which requires accurate and up-to-date information from the client.

	Big Data Specific Challenges in Mobility 
	Mobility is a continuously growing layer of technical complexity, however, not all DR/BC solutions are technical in nature, as there are two sides required to work together to find a solution, the business side and the IT side. When they are in agreement, these technical issues must be addressed by the BC/DR strategy implemented and maintained by the entire organization. One area, which is not limited to mobility challenges, concerns a fundamental issue impacting most BC/DR solutions. If your Primary Servers (A,B,C) understand X,Y,Z....but your Secondary Virtual Replication/Backup Servers (a,b, c) over the passage of time, are not properly maintained (configuration management) and become out of sync with your Primary Servers, and only understand X, and Y, when called upon to perform a Replication or Back-up, well "Houston, we have a problem...." 

Please Note: Over time all systems can and will suffer from sync-creep, some more than others, when relying upon manual processes to ensure system stability.

	Security & Privacy

Requirements
	Dependent upon the nature and requirements of the organization's industry verticals, such as; Finance, Insurance, and Life Sciences including both public an/or private entities, and the restrictions placed upon them by;regulatory, compliance and legal jurisdictions.

	Highlight issues for generalizing this use case (e.g. for ref. architecture) 
	Challenges to Implement BC/DR, include the following:

1)Recognition, a). Management Vision, b). Assuming the issue is an IT issue, when it is not just an IT issue, 2). People: a). Staffing levels - Many SMBs are understaffed in IT for their current workload, b). Vision - (Driven from the Top Down) Can the business and IT resources see the whole problem and craft a strategy such a 'Call List' in case of a Disaster, c). Skills - Are there resources who can architect, implement and test a BC/DR Solution, d). Time - Do Resources have the time and does the business have the Windows of Time for constructing and testing a DR/BC Solution as DR/BC is an additional Add-On Project the organization needs the time & resources. 3). Money - This can be turned in to an OpEx Solution rather than a CapEx Solution which and can be controlled by varying RPO/RTO, a). Capital is always a constrained resource, b). BC Solutions need to start with "what is the Risk" and "how does cost constrain the solution"?, 4). Disruption - Build BC/DR into the standard "Cloud" infrastructure (IaaS) of the SMB, a). Planning for BC/DR is disruptive to business resources, b). Testing BC is also disruptive.....

	More Information (URLs)
	1. www.disasterrecovery.org/, (March, 2013).

2. BC_DR From the Cloud, Avoid IT Disasters EN POINTE Technologies and dinCloud, Webinar Presenter Barry Weber, www.dincloud.com.

3. COSO, The Committee of Sponsoring Organizations of the Treadway Commission (COSO), Copyright©  2013, www.coso.org.

4. ITIL Information Technology Infrastructure Library, Copyright© 2007-13 APM Group Ltd. All rights reserved, Registered in England No. 2861902, www.itil-officialsite.com.

5. CobiT, Ver. 5.0, 2013, ISACA, Information Systems Audit and Control Association, (a framework for IT Governance and Controls), www.isaca.org.

6. TOGAF, Ver. 9.1, The Open Group Architecture Framework (a framework for IT architecture), www.opengroup.org.

7. ISO/IEC 27000:2012 Info. Security Mgt., International Organization for Standardization and the International Electrotechnical Commission, www.standards.iso.org/.

8. PCAOB, Public Company Accounting and Oversight Board, www.pcaobus.org.

	Note: Please feel free to improve our INITIAL DRAFT, Ver. 0.1, August 10th, 2013....as we do not consider our efforts to be pearls, at this point in time......Respectfully yours, Pw Carey, Compliance Partners, LLC_pwc.pwcarey@gmail.com


Note: No proprietary or confidential information should be included
